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Abstract:

Communication between two devices (device to device) in network systems can be defined is
immediate communication between two devices without crossing the Base Station. Moreover, in a
mobile network device to device communication is upcoming communication for the coming
generation mobile communication network (5G), 5G is relied upon to permit high network
throughput, diminishing communication delays, diminish traffic load and energy consumption.
Device to device communication is a core technology of 5G. Therefore, all network types’ security
issues must be considered. To deal with the security issue in 5G network we propose an improved
Advanced Encryption Standard (AES) with shift row and Mix Columns. The result indicates that the
suggested improved AES is more significant than traditional AES.

Keywords: Security, cryptography, AES, Device to Device communication, 5G, encryption,
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1. Introduction

Communication between two devices (device to device) in network systems became identified as
one of the most fundamental enabling technologies in 5G networks [1]; device to device
communication has several benefits in mobile networks [2]. First of all, it can increase the exploration
of every cell in a mobile network as a transmission platform for sending information to the device
placed exterior of cell inclusion. Second, device to device communication assists with diminishing
the energy utilization of the base station by conveying straightforwardly among devices. Ultimately,
the performance of reutilizing the identical radiofrequency is enhanced. In device to device
communication, the space among nodes is pretty lower as compared to the distance among devices
and a base station. This indicates the conflict of radiofrequency lower in device to device
communication strategy, and it facilitates transmitting the different data utilizing the same
radiofrequency. Because of these benefits, the 5G also consist device to device communication
technology. Nevertheless, in mobile network device to device communication has a
few protection threats [3]. The device to device communication technique includes three strategies
which are node detection; establish a connection, and transmitting data [4][5]. For this procedure, due
to the lack confirmation process for approving device integrity. When nodes deliver demand for
establish a connection to transfer data, any other node responds by transmitting an acknowledgment
message. In addition, device to device communication doesn’t utilize cryptography for secrecy and
message verification to prevent from unauthorized alteration in the conversation procedure. This
implies the attacker is able to handle attacks, for example, eavesdropping, imitation, listening,
location spoofing, and privacy sniffing. Additionally, technology in the internet of things is connected
with the 5G network to handle their service requests. However, the internet of things’ applications
deals with multiple sensitive data, and the internet of things devices need restricted means [6] with
regard to memory, accomplishment, and energy utilization. These functions of the internet of things
make the previously mentioned security challenges more critical and difficult to deal with due to the
fact usual safety solutions can’t be applied or processed adequately. To address the security
difficulties of device to device communication in the 5G internet of things’ network, 5G require a
protected device to device communication network that consists of a suitable authentication technique
among devices. Lightweight cryptography algorithm can be appropriate remedies for covering
properties-restrained devices.
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2. Overview of AES

The cryptography Advanced Encryption Standard (AES) algorithm, additionally recognizable by
name Rijndael, it’s a cryptography algorithm for the encoding of digital data built up via the National
Institute of Standards and Technology (NIST) in the U.S. government in 2001 [7]. The AES operates
work on a 128-bit plaintext and use the identical key for encryption and decryption process. The AES
algorithm is to replace the Data Encryption Standard (DES) algorithm of cryptography due to key
length, DES short key length of 56-bits makes it too insecure for applications [8] and it is
being surprisingly influential with inside the development of cryptography. Cryptography design for
the AES is a symmetric block cipher; the key lengths of the AES are 128, 192, and 256-bit. The key
length decides what number of rounds to be performed. The 128-bit key lengths apply 10-rounds,
192-bit apply 12-rounds, and 256-bit apply 14-rounds [9]. AES arithmetic’s procedures are
subtraction, addition, multiplication, and division, operations depend on key length. All rounds have
four transformations individually: Sub Bytes, Shift Rows, Mix Column, and Add Round Key. All
transformation requires 16-byte blocks, which should be in form 4 x 4 matrices and brings matrix
output with the equivalent size.
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Figure I: Advanced Encryption Standard (AES) Algorithm.
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2.1. SubBytes transformation

SubBytes transformation is the principal phase for beginning each round in AES encryption
process. To execute this phase a non-linear S-box is required to replace a byte in the state to different
byte based on confusion and diffusion Shannon’s standards for cryptographic algorithm; this
operation has significant purpose to achieve further security [9][11]. Such as if we take Hexa 40 in
the AES state, it needs to exchange with Hexa FD in table 1. Which is FD generated from the crossing
of row 2 and column 8. For the rest of the bytes of the state need to complete this operation.

Table 1: AES S-box

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0Od 0e Of
00 2b |67 fe | d7|6f f2 30 63 7c c5 ab 76 77 7b 6b 1
01 af a2 9c a4 47 | fa ad|ca 82 f0 72 c0 c9 7d 59 d4
02 f1 e5 71 d8 f7 36 34 b7 fd cc |31 15 93 26 3f a5
03 €280 eb|27|5 (18 /7 |4 |c7 9a b2 75 23 c3 96 12
04 b3 d6 29 e3 5a | 1b 529 83 a0 2f 84 2c la 6e 3b
05 39 be 4a 4c bl 20 6a 53 dl 5b 58 cf 0 ed fc cb
06 7f 2 |50 3c 3343 45 /d0 ef 85 Of a8 aa fb 4d f9
07 21 da 10 ff 3892 bc 51 a3 f5 f3 | d2 40 8f 9d | b6
08 3d 7e 64 5d 44 5f c4 cd Oc 1719 73 13 ec 97 a7
09 14 b8 de 5e 9022 46 60 81 88 Ob db 4f dc 2a ee
Oa 62 ac 91 95 24 49 c2 e0 32 5c e4 79 3a Oa 6 |d3
Ob ea f4 65 7a 4e 8d 6c e7 c8 a9 ae 8 37 6d d5| 56
Oc 1f 74 4b bd b4 1c e8 ba 78 c6 8b 8a 25 2e a6 dd
Od b9 5786 cl f6 48 61 70 3e Oe 1d 9 b5 66 3 |35
Oe €9 87 ce 55 8¢ 69 9b el f8 94 28 df 98 11 d9 1le

Of Of 2d b0 54 42 bf 41 8c al 68 bb 16 89 0d e6 | 99
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ano | ao] | anz | a3 boo | boy | boz | bos
a1,z SubBytes
alo | all a3 it bio| bz s
.
ago | az1 | a2 | 823 bzo | ba1 | baz | bas
a0 | @3l | a3z | a3 bag | ba1 | baz | bas

Figure 2: Substitute byte transformation

2.2. ShiftRows Transformation

The second operation stage beyond the SubByte which carries out on the state is ShiftRow. Most
important concept beyond this stage is to shift bytes of the state cyclically toward left in every single
row except row number zero. During this technique, bytes in the row number zero stays and never
perform any transposition. But in first row a single byte is moved circular toward left. Then in the
second row two bytes are moved toward left and in the final row three bytes are moved toward left,
then every row of the state moves consistently toward a particular offset. As illustrated in Equation

1.r’¢c=r(c+shift(r,nb) ) % Nb for0<r<4and0<c<Nb........... (1)

The shift value shift (r, Np) counts on the row number r, as illustrated in equation 2.

Shift (1, 2) = 1; shift (2, 4) = 2; shift (3,4) =3 ........... )

Regardless this operation size of the new output state is not modified, it stay because the identical
authentic dimension 16-bytes array as represented in figure 3.

So.0

S

12 | 513 \@j S13 | Sro | S | Si2
Syo| S21 S22 | S2s | PPLLIEE | 522 | S25 | $20 | 521

s | PPLEEE | S5 | $32 | Sas | S0

State New State

1,0

S30

Figure 3: Shift Rows
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2.3. MixColumns Transformation

The next operation which is performing on the state is MixColumn. In this operation columns in
the state are classed as polynomial over Galois field (GF), GF(2®) then columns is multiplied block
x* + 1 with the a coefficient polynomial c(x) determined by equation 3:

a(x) = {0333 + {02}x2 + {01}x + {02}
It can be composing as multiplication matrix which is b(x) = c(

a(x).

b,] [02 03 o1 01a,
b | |01 02 03 oO1fa,
b | |01 01 02 03]a,
6| 03 01 o1 02]a,

The size of the state is not modified as shown in figure 4 which is matric 4x4.

a a am a a a b b bn'j b b b
0.0 | Q0.1 03| 204|305 0,0 | Po1 03 | %04 | Pos
a 5| ®cx) | b, | by b, |b.,|b
B0 8] 1 |24 [ 15 Dol Dy 4] 1 [Paa | Pia|bis
30 | 921 a,) 833|324 (825 byg | By b, i bys| o |bes
830 | 931 833|834 |85 byg | b3 byy|byy|bys
ay) bs_j

Figure 4: MixColumns transformation

2.4. AddRoundKey Transformation

AddRoundKey is the most critical phase in the AES algorithm, where every byte from the state is
joined with the round key then applies bitwise Exclusive OR procedure as illustrated in formulae 4.
The round key is produced from the key expansion procedure.

[sloc, Stic, Stoc, Stae] = [Soc, Sic, Sz, Sac] + [round” « Nb +¢] for 0<c <Nb

The round key

20,0 | @p,1 | Q0,2 | 30,3 koo |ko,1|ko,2 | ko,3 bo,0 | bo,1| bo,2 | bo,a
@1,0|@1,1|a1,2|aG1,3 ki,0| k11| k2| ks biolbi,1|b1,2]b1,s
02,0 (@2,1|@2,2| 22,3 koo| ko | ka2 |ke,3 N ba,0|b2,1|b2,2| b2,z
a3,0 |@3,1|a3,2|as,3 kso|ks,|kaz2|kss b3,o | 3,1 | bs,2 | ba,3

Figure 5: Add Round Key
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3. The design approach for AES algorithm

Based on the previous clarification, Shift Row which is a circular procedure executed on the state
key array which began from the second row to the fourth row of the state, the execution time for each
row shift operation is O(n), such circular procedure can be quicker with the utilize of array shift row
mapping that has index and value which is assigned immediately to index of the key state which need
to be putting, therefore the execution time for array shift mapping which is O(n) only one time will
be executed.

Table 2: Indicate circular movement for array shift row mapping.

index |0|1(2 |3 [4|5|6 |7|8[9 |10|11|12|13|14]|15
value |0[5(10(15(4|9|14|3|8(13|2 |7 |12|1 |6 |11

For instance, if in the state index 1 moves to value 5, then the next index 2 will shift to index value
10, etc. The array shift row map can be utilized in the key state as indicated in equation 5:

Ki, j [shift row map [index] %16].................... (5)

Where i is an index and j is a value, these operations will decrease the circular movement
procedure.

The MixColumns phase is the maximum calculation challenging phase in the AES algorithm and
as a result, it wastes a maximum of the time required for required encryption and decryption process.
Therefore, our second improvement is in the MixColumns technique transformation, the
MixColumns phase is changed with an XOR procedure among the input state and random vector
named IV. By using this XOR procedure can reduce the computing needs to 16-XOR rounds due to
the input state has only 16-bytes and the XOR procedure waste one cycle for every byte to be
performed.

Therefore, utilizing a minimal-cost hardware the total number of cycles could be accomplished
that relies upon an 8-bit processor for execution of this plan. Regardless, this number of cycles could
be enhanced if the encryption and decryption procedure is completed using hardware with better
details. For instance, if the specific hardware relies upon a 32-bit processor, the complete cycle shall
be decreased to just 4-cycles considering that 4-XOR procedures can be achieved using a single cycle.

} v
— SubByte SubByte
v v

ShiftRow
¥
MixColumns

ShiftRow

v

AddRoundKey

Mi—

| Round number

Y
) | Randompermutation
J

AddRoundKey
I

I Round number

\AES Encryption Round

I ’ Modified AES Encryption Round

Figure 6: Modified AES
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The new design for replacement MixColumn with the XOR operation is shown in figure 7.

Random Vector-1v
Input :é

Figure 7: The XOR operation that replaces the MixColumns

A 4

Output

This modification has two strategies for the second inputs of the XOR procedure. First, for the
complete encryption and decryption procedure, it has a single 1V vector. Second, for every cycle in
the encryption and decryption procedure, also it has only a single IV vector.

The first strategy will speed up the encryption process at the beginning of the encryption process
when the second approach will add the security complication for the adjusted design.

First approach Pseudocode:
FIRST_APPROACH (INPUT_STATE [16])
Set OUTPUT_STATE [16] = {0}
SetlV [16] = {0}
Fori=1to 16
OUTPUT_STATE [i] = INPUT_STATE [i] ~ IV]i]
Return OUTPUT_STATE [i]
End

Second approach Pseudocode:
SECOND_APPROACH (INPUT_STATE [16], ROUND_NUMBER)
/I Get the number of rounds
Set OUTPUT_STATE [16] = {0}
SetlV [number_of rounds, 16] = {0}
Fori=1to 16
OUTPUT _STATE [i] = INPUT_STATE [i] ~ IV [ROUND_NUMBER, i]
Return OUTPUT_STATE [i]

End
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4. Result and Discussion

The proposed AES algorithm with modified shift row and MixColumn operations is evaluated on
five bytes’ types of data. Notice that the outcomes were processed at Windows 10 device that has
core i9 on a 2.8-GHz processor.

Table 2, shows the comparison between Rijndael’s AES algorithm with a modified AES algorithm,
the table consists of two sections, the encryption section, and the decryption section.

Table 3: Result of AES and improved AES

AES Improved AES

Byte of Data | Encryption time | Decryption time | Encryption time | Decryption time
1024 3.020 4.085 1.454 2.685

2048 5.780 7.125 2.780 5.078

3072 9.050 12.687 5.950 8.116

4096 13.243 15.753 8.365 13.0852

5120 16.78 19.332 10.0211 17.008

The table 3 indicates encryption and decryption time for the modified AES algorithm which is less
than the existing AES algorithm.

25

20

-

15

N

== AESL Encryption tirme

== AES Decry ption time

e itn proved AES
Encryption tirme

i jm proved AES
Decryption time

Figure 8: Encryption and Decryption time comparison between AES and Improved AES.
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5. Conclusion

In the near feature 5G network will be a fundamental element of our daily lives. Many sensors and
energy-constrained devices will constantly be communicating with each other the security of which
must not be agreed. Encryption is a form of cryptography, which is used to secure valuable data from
criminal access or modification. AES is belonging to a popular algorithms applied for encryption.
But AES algorithm encounters consuming useless time to accomplish the complicated requirement
required for the encryption procedure mainly for the real-time application. A few improvements had
completed on the AES algorithm to decrease the wasting time or to improve the complication of the
algorithm. In this paper, to use AES in real-time applications a new improvement is practiced to the
AES algorithm to adjust it. The improvements can grow the efficiency of the encryption and
decryption techniques at the same time the difficulty of the encryption is highest possible.
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